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Members of the Association recognize that one of the purposes of the Association is to provide training 
and informational services to its members through training conferences and periodic written material. 
While the Association shall utilize its best efforts to provide its members with the most current 
information available, there can be no assurances or warranty that its interpretation of any rule, 
regulation or statue will be in conformance with any present or future interpretation of such rule, 
regulation or statute by any appropriate governmental authority. 

Accordingly, each member shall hold the Association harmless from any claims, damages, or liability 
resulting from such member’s use of any information, data, or interpretations as provided to such 
members by the Association.
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QUESTIONS?

THANK YOU!!!!
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Expectations for this session:

• Why is this happening now?
• Types of financial aid fraud
• Examples of fraudulent documents
• Trends to be aware of
• Preventative best practices
• Industry response
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Types of fraud
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Types of financial aid fraud
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Phishing for Refunds
Private Loan

Scams
Title IV 

Identity Theft

• Students receive a typical 
phishing email

• Account information is used 
to access Self-Service and 
other systems

• Demographic information is 
updated

• Refund preference is 
changed, redirecting the 
students refund to a new 
account

• Identity theft (either student 
or cosigner)

• Guest students
• Requesting a small amount 

in the first semester, followed 
by very large amounts

• Student enrolls at multiple 
institutions, borrowing max 
amounts at both places

• Common at community 
colleges, but increasing at 
the graduate level

• Large numbers of fraudulent 
applications

• ISIR frequently come in 
clean, having passed all 
database checks

• Submission of fraudulent 
documents

• Amount of interaction is 
dependent upon the ring

• Enrollment in classes that do 
not have pre-requisite 
requirements
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Early Fraudulent 
Document Submissions
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Sample Fraud ID
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Are these people real?



PROPRIETARY AND CONFIDENTIAL. © 2024 COLLEGE AVE. ALL RIGHTS RESERVED.



PROPRIETARY AND CONFIDENTIAL. © 2024 COLLEGE AVE. ALL RIGHTS RESERVED. NOT FOR CONSUMER DISTRIBUTION..
13

Link to a face generator: https://generated.photos/face-generator

AI Generated ID

https://generated.photos/face-generator
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https://tineye.com/ verifies 
this image as a stock image 
used at several different 
websites.

AI Generated Face

https://tineye.com/
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AI Photo Made in Seconds
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AI ID Made in Seconds
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Same backgrounds, printing cards instead of just using a 
computer image overlay. Adds depth, can be propped up, 
capable of creating documents from multiple states. 

ID Card Manufactured 
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ID Card Overlay 
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Do you know this guy? 
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College Ave Investigation Process
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College Ave Investigation Process
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Trends to look out for

• Increase of students attempting to enroll past well-known 
published deadlines

• For colleges serving local communities, and offering online 
classes, an unusual number of students enrolling from states 
across the country.

• Sudden increase of students applying for private loan only 
(PSL), not filing a FAFSA, and forgoing other sources of 
financial aid.

• Students admitted to academic programs that do not require 
rigorous admission standards and applying only for PSL.

• Odd date of birth for students taking classes.
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Trends to look out for

• Individuals using same addresses or emails.

• An influx of admission applications that is abnormal in a 
short period of time.

• Rise in withdrawals and class absences, especially students 
with PSL.

• A surge in FAFSAs on a single day.

• Multiple student refunds routing to the same bank account 
number.

• Zero income
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Fake Notary
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Fake Diploma
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Fake Transcript Generation
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Fake Academic Record
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Fake Academic Record
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Diploma Mills

• An entity that offers a credential, typically for a fee, 
and requires little or no academic work on the part of 
the purchaser of the credential.

• An entity that lacks state approval.
• An entity that has deficient consumer protection 

practices such as:
– Misleading or irrelevant accreditation 

statements
– Unresolved related lawsuits
– Unresolved (or patterns of) Better Business 

Bureau complaints 
29

An institution or organization that grants 
large numbers of educational degrees with 
few or no academic requirements.
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Diploma Mills



PROPRIETARY AND CONFIDENTIAL. © 2024 COLLEGE AVE. ALL RIGHTS RESERVED.

Building an Institutional Response
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If an institution can discern that a document is fraudulent, it must deny the student 
Title IV aid, and report altered or misreported information to the OIG. 
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Office of the Inspector General Field Offices
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Tips: Training Financial Aid Staff

• Assign one point person to coordinate reporting
• Familiarize frontline staff with security features 

of state and federal forms of identification
• Get copies of front and back of all forms of 

identification
• Talk about fraud prevention in the same ways 

we talk about verification
• Get to know your area Office of the Inspector 

General agents
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Tips: Training Financial Aid Staff

• Using UNIR and ISIR batches to scan for fraudulent 
demographics

• Fraudulent ISIRs tend to come in groups, processed within a 
few days of each other

• Email addresses are formulaic: firstlastname01@outlook.com
• Phone numbers are frequently missing
• Addresses belong to public buildings or houses that are on 

the market, frequently outside of normal service area. 
(Generally, within the same  geographic area in the same 
batch)

• Ages tend to be older than our typical students and SSNs are 
out of sequence
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Higher Education industry response

Within Higher Education, which entity should take 
the lead in fraud prevention?

 Individual Colleges and Universities
 Department of Education
 Other Federal Agencies
 Private Sector
 All the above
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QUESTIONS?

THANK YOU!!!!
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Kiplinger ‘s Personal Finance 7/2023, Fight Back Against Fraud and Identity Theft article.

College Ave Student Loans, Fraud Prevention Information fact sheet-cha

Experian: Optimizing fraud strategies in an ever-changing environment report. Report | 2023 
U.S. Identity and Fraud Report (experian.com)

Experian Identity Protection https://www.experian.com/protection/compare-identity-theft-
products/

Experian Personal Privacy Scan https://www.experian.com/protection/personal-privacy-scan/

Experian Steps for Victims of Fraud https://www.experian.com/blogs/ask-experian/credit-
education/preventing-fraud/credit-card-fraud-what-to-do-ifyou-are-a-victim/

Resources

https://us-go.experian.com/2023-identity-and-fraud-report?SP_MID=40598-g&SP_RID=9256364-g&cmpid=IM-24-EM-CF-Fraud%20Q1%20-%20Main_40598
https://us-go.experian.com/2023-identity-and-fraud-report?SP_MID=40598-g&SP_RID=9256364-g&cmpid=IM-24-EM-CF-Fraud%20Q1%20-%20Main_40598
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FSA (GENERAL-23-09) Updates to the Gramm-Leach-Bliley Act Cybersecurity 
Requirements
https://fsapartners.ed.gov/knowledge-center/library/electronic-announcements/2023-02-
09/updates-grammleach-bliley-act-cybersecurity-requirements 

FSA Changes to 2022-2023 Verification Requirements | Knowledge Center 
https://fsapartners.ed.gov/knowledge-center/library/dear-colleague-letters/2022-05-
18/changes-2022-2023- verification-requirements 

Dear Colleague Letters (GEN-15-18) Protecting Student Information 
https://fsapartners.ed.gov/knowledge-center/library/dear-colleague-letters/2015-07-
29/protecting-studentinformation

(GEN-16-12) Protecting Student Information
https://fsapartners.ed.gov/knowledge-center/library/dear-colleague-letters/2016-07-
01/gen-16-12-subjectprotecting-student-information

Resources

https://fsapartners.ed.gov/knowledge-center/library/dear-colleague-letters/2015-07-29/protecting-studentinformation
https://fsapartners.ed.gov/knowledge-center/library/dear-colleague-letters/2015-07-29/protecting-studentinformation
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Coordination between OIG and FSA 

OIG’s Distance Education Fraud Ring Investigative Program Advisory Report 
http://www2.ed.gov/about/offices/list/oig/invtreports/l42l0001.pdf

Information for Financial Aid Professionals (IFAP) http://www.ifap.ed.gov/ifap/ 

Dear Colleague Letter GEN-11-17 http://www.ifap.ed.gov/dpcletters/GEN1117.html 

Final Management Information Report PIN Security Vulnerabilities 
http://www2.ed.gov/about/offices/list/oig/auditreports/fy2013/x21l0002.pdf

Resources

http://www2.ed.gov/about/offices/list/oig/invtreports/l42l0001.pdf
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