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Protecting Students, Safeguarding Resources, & 

Preserving Trust

• Academic institutions, from large universities and community colleges to fully online programs, face growing fraud 
risks that threaten enrollment integrity, financial aid programs, and institutional reputation.

• Evolving Threat Landscape: Identity theft and scams targeting enrollment, financial aid, gift/donation 
processing, and degree issuance.

• Fraud Types:

• 1st-party fraud (applicants willingly participating in fraud)

• 3rd-party fraud (identity theft, synthetic identities)

• Impact: Losses at federal, state, and institutional levels reduce access and resources for legitimate students.

• Recent Example: College of Southern Nevada wrote off $7.4M in fraudulent aid in the Fall of 2024 due to a 
“ghost students” scheme, targeting transfer students, resulting from a cyber hack. 

• Why It Matters: Fraud undermines trust, compliance, and student success.



Student Impact: Why Fraud Matters for Higher Ed.
Fraud doesn’t just harm institutions. It 
directly affects students’ access to 
education, financial stability, and trust 
in the academic system.

Identity theft victims often 
experience multiple 

incidents (24% report more 
than one identity fraud 

event).

Repeat Victimization
Students may face 

reduced aid availability or 
stricter eligibility checks 
due to systemic fraud.

Financial Hardship

Identity verification 
backlogs and fraud 

investigations slow down 
admissions and aid 

disbursement.

Delayed Enrollment

Fraud undermines confidence in 
online learning and digital 

enrollment processes.

Erosion of Trust

Fraudulent applications divert 
financial aid and resources away 

from legitimate students.

Loss of Access

$485.6B global losses in 
2023, $12.5B in U.S. consumer 

fraud losses in 2024

Landscape is intensifying



Current 
Trends 



Industry Trends: Fraud Risks Escalating in Higher Ed.
Fraud losses and identity-based scams are rising across academic institutions, driven by digital 
acceleration, regulatory scrutiny, and increasingly sophisticated tactics.

• Record-Breaking Fraud Losses: Higher education institutions 
report growing exposure to enrollment and financial aid fraud.

• Legacy Systems & Gaps: Many schools lack scalable, 
proactive fraud programs, relying on outdated processes and 
immature controls.

• Technology-Enabled Threats: AI-driven scams and synthetic 
identities are targeting student enrollment and aid programs.

• Digital Acceleration: Online learning and remote enrollment 
expand attack surfaces for fraudsters.

• Regulatory Pressure & Expectations: Institutions face 
heightened compliance requirements and reputational risk.

• Vendor Response: Identity-verification providers are scaling 
offerings to address institution-specific risks.



Fraud Types in Higher Ed.

• Diploma mills and fake credentials
• Selling fraudulent transcripts

Degree Issuance Fraud

• Hijacking student portals for transactions
• Changing disbursement details for aid refunds

• Social engineering attacks on staff

Account Takeover

Scams (Phishing/Social 
Engineering)

• Compromised student accounts
• Breaches of student information systems

• Repeat victimization across multiple 
institutions

Identity Theft

Scholarship/Gift Fraud

AI-Driven Document Fraud

• Ghost students applying for grants or 
loans

• Synthetic identities to access Title IV funds
• Organized rings targeting online programs

Financial Aid Fraud

Enrollment Fraud

Fraud in 
Higher Ed.

• AI-generated fake transcripts and 
recommendation letters

• Deepfake identity documents for admission
• Automated bots submitting fraudulent 

applications

• Misrepresentation to obtain 
donor-funded scholarships

• Fake documentation for eligibility
• Diversion of restricted funds

• Fake/stolen identities used to gain admission
• Often linked to downstream financial fraud

• Fake university websites and email scams
• Credential harvesting of students & staff
• BEC (Business Email Compromise) for 

tuition payments



Compounding Fraud Risk in Higher Ed.
“One thing leads to another”

• Stolen or synthetic 
identities used for initial 
enrollment (i.e., Ghost 
Students).

• Often sourced from 
breaches or dark web 
marketplaces.

• Stolen personal 
information can then be 
used to initiate fraud.

• Fraudulent admissions 
application submitted with 
stolen identities

Identity 
Theft

Enrollment 
Fraud

Degree Mill
Downstream 

Financial 
Fraud

• Ghost student applications 
are accepted, blocking 
legitimate students from 
enrollment.

• Financial Aid Fraud results 
from aid funding being 
allocated to fraudsters 
instead of real students.

• Without proper controls, 
ghost students enroll in 
classes that can support a 
fraudulent degree being 
issued.

• Fraudulent degrees are 
issued in the names of 
individuals with stolen 
identities.

• Adds false credibility to the 
identity, enabling further 
scams.

• Risk of Reputational 
damage can result if 
institution is found as a 
victim of large-scale 
Enrollment Fraud, being 
labeled a “Degree Mill”

• Obtained degree used to 
perpetuate further 
financial fraud (e.g., fake 
credentials used for 
employment or business 
scams).

• Enables subsequent 
fraudulent student loans or 
credit fraud.

• Identity theft cycle is 
reinforced, leading to 
Compounding Risk.



FAFSA’s Fraud Prevention Tool
Source: Inside Higher Ed, April 27, 2026

• U.S. Dept. of Education launched a new automated FAFSA fraud-prevention tool (April 2026) that 
screens applicants for identity fraud in real time during FAFSA completion

• Most students will see no change, but applicants flagged as high risk must complete a live ID 
verification using a government-issued ID and a smartphone; failure results in a rejected ISIR 
requiring institutional follow-up 

• Goal: reduce “ghost student” fraud and administrative burden, with ED reporting prevention of 
$563M in fraudulent aid nationwide under enhanced identity controls 

• Potential pain points for financial aid offices: no clear way to distinguish true fraud from legitimate 
students who are unable to complete verification (e.g., lack of ID, technology barriers)

• Institutions retain discretion on whether to contact applicants with rejected ISIRs; ED expects 
minimal campus impact, but volume of in-person verification remains uncertain



Poll 1 
Questions



Polling Questions

• How significant do you believe fraud risk is at your institution today?
• Minimal
• Moderate
• Significant

• Which area do you believe is most vulnerable to fraud?
• Enrollment/application fraud
• Financial aid fraud
• Identity theft/account takeover
• Online course participation fraud
• Credential/degree fraud
• Vendor/payment scams

• How concerned are you about AI-enabled or synthetic identity fraud?
• Extremely concerned
• Somewhat concerned
• Slightly concerned
• Not currently concerned
• I need to learn more about this threat



Polling Questions

• How confident are you that your institution could detect a coordinated “ghost student” fraud scheme quickly?
• Very confident
• Somewhat confident
• Not very confident
• Not confident at all

• Who should primarily own fraud prevention in higher education?
• Financial aid
• Enrollment/admissions
• IT/security
• Compliance/internal audit
• Student success/operations
• Shared responsibility



Case Study in 
Action – Daytona 

State College



Daytona State College

• Key Challenges
• Open access institution with minimal application fee

• Automations built to streamline processes can no longer be 
utilized

• Fraud detection is reactive 

• Increasing volume and continually evolving fraud tactics

• Manual review is not scalable at current staffing levels



Daytona State College – Fraud Patterns

• Same credit card number used for multiple transactions 
within a couple days

• Students enrolling in certain online only programs

• Noticed enrollment in specific courses with no pre-
requisites and placement testing not required

• Same IP addresses being used when students apply

• Usually starts as a test application then spammed 
with several about 2 weeks later

• Use of stolen identities discovered via admissions 
outreach or credit reporting agencies

• Reuse of former student identities for new applications

• Invalid phone numbers and undeliverable SMS messages

• Proof of residency documents submitted with invalid 
addresses, invalid and photoshopped drivers 
licenses

• The bulk of our applications, transcripts and high 
schools are coming from AL, OK, and KY and do not 
match the high schools listed on the FAFSA

• Several fraudulent private loan applications have 
come through requested substantially large amounts

• Fraudulent transcripts obtained via Parchment and 
reused across applications

• Pattern of email addresses and phone numbers: 
firstname.lastname#@gmail.com and first 6 
numbers match with out of state area code

https://www.parchment.com/
mailto:firstname.lastname#@gmail.com


Daytona State College – Institutional Practices

• Coordinate with multiple departments across 
campus, including IT, Admissions, Student Accounts, 
Records, and areas likely to be in contact with the 
fraudulent information. 

• These departments meet bi-weekly to discuss any 
new patterns and review what other institutions are 
doing/seeing

• IT uses AI tools to identify potential fraud comparing 
information from Bank Mobile with information on the 
application

• Admissions is reviewing applications for various 
patterns

• Set up a ticketing system for Enrollment Management 
to review all areas of a potentially suspicious 
information

• Created service indicators for students identified 
as suspicious so all teams across are aware the 
institution needs the student to verify identity

• Expanded identity verification across all campuses
• Cancel the student’s application and add FRAUD 

in the student’s name field so it is obvious
• Before we provide information in Financial Aid 

Services, we request photo ID
• Any fraudulent students with FAFSA on file are 

reported to Office of the Inspector General
• Reviewing tax returns and tax transcripts to 

account for the fraudulent application
• Work closely with the private loan lenders when we 

have potential fraudulent private loan applications. 
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Questions



Polling Questions

• What is the biggest obstacle to preventing student-related fraud today?
• Limited staffing/resources
• Technology limitations
• Identity verification challenges
• Lack of cross-department coordination
• Regulatory/process complexity
• Lack of awareness/training

• Which would raise the biggest fraud concern for you?
• Multiple students using similar contact information
• Students who never engage academically
• Rapid enrollment/withdrawal behavior
• Suspicious documentation
• Repeated aid disbursement patterns



Polling Questions

• Which fraud signal would most likely trigger additional review at your institution?
• Multiple applicants from the same device/IP
• Mismatched identity information
• Suspicious financial aid behavior
• Lack of academic engagement
• Synthetic or unverifiable identity indicators
• Unusual geographic/device patterns

• Which methods does your institution currently use to help detect or prevent student fraud?
(Select all that apply)
• Manual staff review
• Document verification
• In-person identity verification
• Video/selfie identity verification
• Device/IP analysis
• Risk scoring or fraud analytics
• Third-party identity platforms (e.g., Persona, Socure)

• At what point does your institution perform the strongest identity verification?
• During application/enrollment
• Before financial aid disbursement
• During course participation
• Before credential/degree issuance
• We use the same process throughout



Case Study in 
Action – Embry 
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University



Embry-Riddle Aeronautical University

• Key Challenges
• Fraud detection is reactive and pattern-based

• Increasing volume and evolving fraud tactics

• Manual review is not scalable at current staffing levels

• Short admissions cycle (~20 days)

• 14-day financial aid disbursement requirement 



Embry-Riddle Aeronautical University – Fraud Patterns

• Communications via phone call from Individual 
who deny applying or attending after receiving 
admissions communications

• Use of stolen identities discovered via 
admissions outreach or credit reporting 
agencies

• Reuse of former student identities for new 
applications

• External education inconsistencies (degree 
conferral date without degree, missing 
transcripts)

• Shift from high school-only applicants to 
transfer and graduate applicants

• Invalid phone numbers and undeliverable SMS 
messages

• First name/last name 123 @gmail.com 
email patterns

• All select Financial Aid as funding source 
• Admissions application fee being paid by 

outsource or company – we had a Yacht 
Company that paid for several application 
fees

• Returned or insufficient Admissions 
application fees and invalid fee waivers

• Non-U.S. device types and IP activity linked 
to US states where public Wi-Fi 

• Fraudulent transcripts obtained via 
Parchment and reused across applications

https://www.parchment.com/


Embry-Riddle Aeronautical University – Institutional Practices

• Daily Salesforce audit report of 
Admissions/Financial Aid applicants

• Custom Salesforce report with ~24 data points for 
fraud detection

• Monitoring undeliverable SMS message reports
• Manual review of applications for red flags
• Collaboration with IT to review IP address history and 

login activity
• NSLDS data review for inconsistencies
• Campus Solutions audits to identify additional 

suspicious records
• Assigning AFA Fraudulent Application Service 

Indicator
• Placing holds on accounts to block enrollment

• Cancelling applications in Campus Solutions
• Sending notification emails for suspected fraud - 

Admissions
• Reversing financial aid and assigning Identity 

Verification and Do not Disburse 
• Reporting confirmed fraud cases to OIG
• Expanding review to all Financial Aid applicants
• Evaluating policy to stop waiving fees after returned 

payments
• Training and awareness for Admissions staff
• IT Security - Exploring identity verification tools 

(Duo, Persona)
• Investigating IP and login behavior analytics



Final 
Thoughts



Where Fraud is Detected
Financial Aid Fraud can present itself at various stages of Processing

• Admissions Outreach 
• Application Review 
• Enrollment / Early Term Activity (attendance drop-off)
• Financial Aid processing
• Disbursements / Refunds



What Works Now: Proactive Defense Strategies

Delayed 
Disbursement
Holding disbursements allows 
extra time for fraud detection 
and verification.

Behavioral 
Analytics
Analyzing applicant behavior 
helps identify suspicious 
patterns and anomalies.

Pre-Admission 
Verification
Implementing checks before 
admissions can significantly 
reduce fraud risks.

Cross-Team 
Collaboration
Engaging multiple 
departments enhances 
information sharing and 
response strategies.

Feedback Loops

Continuous improvement 
through regular reviews 
strengthens fraud prevention 
measures.

In-Person 
Verification
Leveraging a combination of 
automated tools (Persona, e.g.) 
and mandatory in-person 
verification for high-risk 
verification failures.



QUESTIONS?



Regulatory Impacts

- Bills:
- No Aid for Ghost Students Act (introduced March 2026)
- Student Aid Fraud Oversight and Accountability Act (introduced 

March 2026)
- FAFSA Verification Efficiency Act (introduced March 2026)

- NASFAA | ED Announces Launch of FAFSA Real-Time Identity Fraud 
Detection Capabilities in Late April

https://www.nasfaa.org/news-item/38693/ED_Announces_Launch_of_FAFSA_Real-Time_Identity_Fraud_Detection_Capabilities_in_Late_April
https://www.nasfaa.org/news-item/38693/ED_Announces_Launch_of_FAFSA_Real-Time_Identity_Fraud_Detection_Capabilities_in_Late_April
https://www.nasfaa.org/news-item/38693/ED_Announces_Launch_of_FAFSA_Real-Time_Identity_Fraud_Detection_Capabilities_in_Late_April
https://www.nasfaa.org/news-item/38693/ED_Announces_Launch_of_FAFSA_Real-Time_Identity_Fraud_Detection_Capabilities_in_Late_April
https://www.nasfaa.org/news-item/38693/ED_Announces_Launch_of_FAFSA_Real-Time_Identity_Fraud_Detection_Capabilities_in_Late_April


DISCLAIMER

Members of the Association recognize that one of the purposes of the 
Association is to provide training and informational services to its members 
through training conferences and periodic written material.  While the 
Association shall utilize its best efforts to provide its members with the most 
current information available, there can be no assurances or warranty that its 
interpretation of any rule, regulation or statue will be in conformance with any 
present or future interpretation of such rule, regulation or statute by any 
appropriate governmental authority.  Accordingly, each member shall hold the 
Association harmless from any claims, damages, or liability resulting from such 
member’s use of any information, data, or interpretations as provided to such 
members by the Association.



THANK YOU!

May 26-29, 2026
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